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Defense Security Service, TOPS International

When to Encrypt Data
In order to securely send Personally Identifiable Information (PIl) to DSS TOPS, International (DSS.RFV@ mail.mil

and DSS.IAB@mail.mil), users will need to follow the instructions in this guide in order to enable their email

clients for encryption. You should use encryption when your email or email attachment contains any one of the
following pieces of information:
a Privacy Act Information and/or PIl on Visit Requests or Assurance Documents such as:

=SSN, date of birth, place of birth, passport, driver's license and other government identification
numbers, citizenship, legal status, gender, race/ethnicity, home and personal cell telephone
numbers; personal email address, Mailing and Home address; Security Clearance

Please Note: The use of DSS.RFV@mail.mil is only for the secure submission of outgoing international visit requests.

The use of DSS.IAB@mail.mil is only for the secure submission of assurance documents containing PII.

How to Encrypt using Microsoft Outlook® Email Client
Part I: Obtain the TOPS International’s Certificate:

In order to encrypt email messages to TOPS, International (RFV or IAB), they must have the public certificate from
the RFV (Visits) or IAB (Assurances) mailboxes saved to their computer and associated with the RFV and IAB email
addresses. The most common method to associating a public certificate to an email address via a Microsoft
Outlook email client’s contacts list.

Attached to this document you will find a copy of the RFV and IAB’s vCard. After opening this file you should see a
normal outlook contact card which you can save to your contact folder. Please ensure that the certificate is
attached to the contact card by using the following steps:

1. Open the contact, by double clicking the vCard attached to this PDF
2. Select the “Certificates” in the “Contact” ribbon (see Figure 1)
3. Select the “Save & Close” Option (see Figure 1).
= |f “Copy to My Contacts” appears, then select “Copy to My Contacts”.

Outlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates (Digital IDs):
ALT.RFV.0510501045(Default)

o See more about: D55 MCB Quantice DSS HQ Mailbox Request For Visit,

Figure 1
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PartII: Send the Encrypted Email

Now that you have saved the RFV and/or IAB information and certificate to your email client you can now address

a new message and select the encryption option. To create new encrypted emails use the following steps:

1.

In Outlook, select the “New E-mail” option

In the new message window click the “To:” field

In the new address book list select your personal contact list and select the RFV or IAB by double-

clicking or selecting “To ->” and click OK (see Figure 2)

Back in the email message select the “Options” ribbon and select the “Encrypt” button (see Figure 3).

In order to receive encrypted email from TOPS International, you will need to also select the

“Sign” option and have an issued PKI Certificate. (see Figure 3)

If you do not see an “Encrypt” or “Sign” button in the “Options” ribbon, select the

“Customize Quick Access Toolbar” drop-down list at the top of the email and then select

“More Commands...” from the list. Change the “Choose Commands from:” list to “All

Commands” and find “Encrypt” and “Digitally Sign Message.”
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How to Encrypt using other Email Clients

Many other email clients are capable of Secure/Multipurpose Internet Mail Extensions (S/MIME) encryption.
Those clients will be able to use the attached vCard and corresponding public certificate to send secure email to
DSS.RFV@mail.mil and DSS.IAB@mail.mil. Included below, are some helpful links to save the vCard to your client
or address book and enable email encryption.

Mozilla Thunderbird
Apple Address Book



mailto:DSS.RFV@mail.mil
mailto:DSS.IAB@mail.mil
https://support.mozilla.org/en-US/kb/how-use-virtual-card-vcard#w_how-to-deal-with-received-vcards
http://support.apple.com/kb/ph4655
http://support.apple.com/kb/ph4655


BEGIN:VCARD

VERSION:2.1

N;LANGUAGE=en-us:Visit;DSS;MCB Quantico DSS HQ Mailbox Request For

FN:DSS MCB Quantico DSS HQ Mailbox Request For Visit

ORG:DSS;dss-hq

TEL;WORK;FAX:571-305-6010

ADR;WORK;PREF:;MCB Quantico;;MCB Quantico

LABEL;WORK;PREF:MCB Quantico

X-MS-OL-DEFAULT-POSTAL-ADDRESS:2

KEY;X509;ENCODING=BASE64:

 MIIFHTCCBAWgAwIBAgIDANCRMA0GCSqGSIb3DQEBBQUAMF0xCzAJBgNVBAYTAlVTMRgwFgYD

 VQQKEw9VLlMuIEdvdmVybm1lbnQxDDAKBgNVBAsTA0RvRDEMMAoGA1UECxMDUEtJMRgwFgYD

 VQQDEw9ET0QgRU1BSUwgQ0EtMjgwHhcNMTYwNjAzMTQ0MzU1WhcNMTcwOTA4MTU1MDI1WjBu

 MQswCQYDVQQGEwJVUzEYMBYGA1UEChMPVS5TLiBHT1ZFUk5NRU5UMQwwCgYDVQQLEwNET0Qx

 DDAKBgNVBAsTA1BLSTEMMAoGA1UECxMDRFNTMRswGQYDVQQDExJBTFQuUkZWLjA1MTA1MDEw

 NDUwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCr1l/7JMkt+vY2ro7X0p+jqETj

 OfnzUR3vgsrVQR76tdSYYuTMJeI+00w5QXbSYOJwfZ2sKv7HjriGjByCMFx+JeoqT/WhyLPx

 AS/URD1pNLZpG7SHrIzWOmAfVdKnsPOIPafyI/f3A9Zoh98l4Ss2rj8LEKOYkcHOnO2hk0Cr

 UwUA0ia2huNYEvdCDpfRW3MVUcIAVnuaa5kWMX8/HbQ0XxU9myIQ2oTi7jlM2XYaal48J/RO

 3k4AjYWTYjqxDvzp0GKDdIPiHUjs8J4MUMmMd6NferVl1TiczpK3pSEdiYIHk+jsF2M8jVmu

 y8AMgxMX+Oyyz2ilqmnH95oIU47nAgMBAAGjggHTMIIBzzAfBgNVHSMEGDAWgBRZiDBI5m3+

 YSemxNWFjVtznu/BzTCB0AYDVR0fBIHIMIHFMC+gLaArhilodHRwOi8vY3JsLmRpc2EubWls

 L2NybC9ET0RFTUFJTENBXzI4LmNybDCBkaCBjqCBi4aBiGxkYXA6Ly9jcmwuZ2RzLmRpc2Eu

 bWlsL2NuJTNkRE9EJTIwRU1BSUwlMjBDQS0yOCUyY291JTNkUEtJJTJjb3UlM2REb0QlMmNv

 JTNkVS5TLiUyMEdvdmVybm1lbnQlMmNjJTNkVVM/Y2VydGlmaWNhdGVyZXZvY2F0aW9ubGlz

 dDtiaW5hcnkwDgYDVR0PAQH/BAQDAgUgMCMGA1UdIAQcMBowCwYJYIZIAWUCAQsFMAsGCWCG

 SAFlAgELEjAbBgNVHREEFDASgRBkc3MucmZ2QG1haWwubWlsMGgGCCsGAQUFBwEBBFwwWjA2

 BggrBgEFBQcwAoYqaHR0cDovL2NybC5kaXNhLm1pbC9zaWduL0RPREVNQUlMQ0FfMjguY2Vy

 MCAGCCsGAQUFBzABhhRodHRwOi8vb2NzcC5kaXNhLm1pbDAdBgNVHQ4EFgQUvCb7Z1c4gn/Z

 P0rN6vkkED8geBAwDQYJKoZIhvcNAQEFBQADggEBAGJk0wPprRUogWXLegez4D7Z7pPdHYYt

 BissgtdDVEgAGqnmKK+dRd1DkhqKPL72xsnbnoRwaxvP7G372YqhAs3sp4jxdSXLPjLNlyZw

 fGZYV8jawYXfbkMRraLZsirar+1okfvx3QLvdgIbYhLjyNpw0c7KiNgPYM5tPioQNl7GGVgS

 jGlbF2tcY66InL9g2Cmd2v2Lo07XO8ZYWzXa2hpWrmSvHZq90ijaS9bRzBifKRgDFfbk8YWc

 ASpES/YdEaVWpF43zDEA3Dsek4OYO88VzhRAr1RCJBaEULIkmI82U+YSKWikXPH/wOhixGU7

 fZV2c4PX2P8goMUKEDRQYdk=



EMAIL;PREF;INTERNET:dss.quantico.dss-hq.mbx.request-for-visit@mail.mil

X-MS-CARDPICTURE;TYPE=JPEG;ENCODING=BASE64:

 /9j/4AAQSkZJRgABAQEAYABgAAD/2wBDAAcFBQYFBAcGBQYIBwcIChELCgkJChUPEAwRGBUa

 GRgVGBcbHichGx0lHRcYIi4iJSgpKywrGiAvMy8qMicqKyr/2wBDAQcICAoJChQLCxQqHBgc

 KioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKir/wAAR

 CACUACcDASIAAhEBAxEB/8QAHwAAAQUBAQEBAQEAAAAAAAAAAAECAwQFBgcICQoL/8QAtRAA

 AgEDAwIEAwUFBAQAAAF9AQIDAAQRBRIhMUEGE1FhByJxFDKBkaEII0KxwRVS0fAkM2JyggkK

 FhcYGRolJicoKSo0NTY3ODk6Q0RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWG

 h4iJipKTlJWWl5iZmqKjpKWmp6ipqrKztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2uHi4+Tl

 5ufo6erx8vP09fb3+Pn6/8QAHwEAAwEBAQEBAQEBAQAAAAAAAAECAwQFBgcICQoL/8QAtREA

 AgECBAQDBAcFBAQAAQJ3AAECAxEEBSExBhJBUQdhcRMiMoEIFEKRobHBCSMzUvAVYnLRChYk

 NOEl8RcYGRomJygpKjU2Nzg5OkNERUZHSElKU1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6goOE

 hYaHiImKkpOUlZaXmJmaoqOkpaanqKmqsrO0tba3uLm6wsPExcbHyMnK0tPU1dbX2Nna4uPk

 5ebn6Onq8vP09fb3+Pn6/9oADAMBAAIRAxEAPwD393C4B6mgHqSeKhc7nOPoKRj2HQUAPef+

 5z7mlj5GT19agAyasD5U59M0AQv882PSikiGWJooAcOMn0FJSn7tJQARjLVLMcRn34psI5pJ

 jyBQA1TtiJ75ook4VVooAVuvFJR2oHWgCeMfLmoD80341YPyR/QVXi5Yn2oASU5fFFNZssT7

 0UAP7U6MfMKb2qWIfyxQATNhAPWo1+WMn1pZjl8egoIJUKvJ70AQUVMI1X755ooABycVKhwv

 HJPNIGQ9F5+lK5KoccUAN8sbsvyT2FNeQjhRt4pI+WJPXFNcguaAGqNzfMaKTGTgUUAWIx8w

 /OlmPQfjSxr8p/KmOy7jxk9OegoAIwQufeo8KvU5PoKkc/u+eOAOKioAC56L8v0oplFAF48J

 z2quBuYe5qeU4jPvUKdSfQUAEh6fiajp0n3senFNoAZRRRQBZmPzAelJH93nuaRzlj9aceE+

 g/nQBCTk5ooPWigBlFFFAFkPuIBFKxXHPc0xOpPoKR+oHoKADYp6foaQx+/5imnrQGI6EigA

 2N25+hoo3nuAfwooAlT7rfhTW++31oooAYetFFFADKKKKAP/2Q==



X-MS-OL-DESIGN;CHARSET=utf-8:<card xmlns="http://schemas.microsoft.com/office/outlook/12/electronicbusinesscards" ver="1.0" layout="left" bgcolor="ffffff"><img xmlns="" align="fit" area="16" use="cardpicture"/><fld xmlns="" prop="name" align="left" dir="ltr" style="b" color="000000" size="10"/><fld xmlns="" prop="org" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="dept" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="email" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="addrwork" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/></card>

REV:20160810T112003Z

END:VCARD




BEGIN:VCARD

VERSION:2.1

N;LANGUAGE=en-us:Branch;DSS;MCB Quantico DSS IPP Mailbox International Assurances

FN:DSS MCB Quantico DSS IPP Mailbox International Assurances Branch

ORG:DSS;dss-ipp

ADR;WORK;PREF:;MCB Quantico;;MCB Quantico

LABEL;WORK;PREF:MCB Quantico

X-MS-OL-DEFAULT-POSTAL-ADDRESS:2

KEY;X509;ENCODING=BASE64:

 MIIFHTCCBAWgAwIBAgIDAMymMA0GCSqGSIb3DQEBBQUAMF0xCzAJBgNVBAYTAlVTMRgwFgYD

 VQQKEw9VLlMuIEdvdmVybm1lbnQxDDAKBgNVBAsTA0RvRDEMMAoGA1UECxMDUEtJMRgwFgYD

 VQQDEw9ET0QgRU1BSUwgQ0EtMjgwHhcNMTYwNTI0MTIzOTQ0WhcNMTcwOTA4MTU1MDI1WjBu

 MQswCQYDVQQGEwJVUzEYMBYGA1UEChMPVS5TLiBHT1ZFUk5NRU5UMQwwCgYDVQQLEwNET0Qx

 DDAKBgNVBAsTA1BLSTEMMAoGA1UECxMDRFNTMRswGQYDVQQDExJBTFQuSUFCLjA1MTA1MDEw

 NDQwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDV3xf6ZpXkorxXaxiWCacRqM1+

 Ibpu1xN74Pva6CobFPfjNt+yaKDBgZOCr8/dxCgGDPZh+mI9QAOwxKKaYFVNz0g54WPQ1pWf

 YcZGtneLhaby0f6t4R6RuqPZkZ0MKbzsUWKftowOxKS+b8brUwOhVJ6ktWbJ0eepS5zjScxM

 6zJt/tOyfWWre1k+OLsKIRwfpUWdjziXItgsfJNreanYsnMSQn6rvntOI7Ak9GD6FZ3AvbbO

 prv7/9J+H5Bs/03PXodDxISU1qBZ63d8wU1rhzyNn5M+VXQ6eJ7Ate1S0xD6CzT4ZaWSBhLF

 /cFpVJCYfC8cfryelBOuK6dhA9XdAgMBAAGjggHTMIIBzzAfBgNVHSMEGDAWgBRZiDBI5m3+

 YSemxNWFjVtznu/BzTCB0AYDVR0fBIHIMIHFMC+gLaArhilodHRwOi8vY3JsLmRpc2EubWls

 L2NybC9ET0RFTUFJTENBXzI4LmNybDCBkaCBjqCBi4aBiGxkYXA6Ly9jcmwuZ2RzLmRpc2Eu

 bWlsL2NuJTNkRE9EJTIwRU1BSUwlMjBDQS0yOCUyY291JTNkUEtJJTJjb3UlM2REb0QlMmNv

 JTNkVS5TLiUyMEdvdmVybm1lbnQlMmNjJTNkVVM/Y2VydGlmaWNhdGVyZXZvY2F0aW9ubGlz

 dDtiaW5hcnkwDgYDVR0PAQH/BAQDAgUgMCMGA1UdIAQcMBowCwYJYIZIAWUCAQsFMAsGCWCG

 SAFlAgELEjAbBgNVHREEFDASgRBkc3MuaWFiQG1haWwubWlsMGgGCCsGAQUFBwEBBFwwWjA2

 BggrBgEFBQcwAoYqaHR0cDovL2NybC5kaXNhLm1pbC9zaWduL0RPREVNQUlMQ0FfMjguY2Vy

 MCAGCCsGAQUFBzABhhRodHRwOi8vb2NzcC5kaXNhLm1pbDAdBgNVHQ4EFgQUC6D5YAALhKd2

 IodQX/24MIN9rNEwDQYJKoZIhvcNAQEFBQADggEBAHdn5sGshXTsmXs/dOmjjrJd64iwVu7o

 c5fVweaP7gCoAYZPp0g2ljQnFG7bXIfNEbD3MI+z1BLepnu4ThVNtoPOrwzIquahpdcJjigU

 Udk4GXooLHjhGQEkFnZ/tKmKCUrYQjMkHDNOPBAkBinnIout1ZUFXC44CPunMAszVibipuxE

 yBerjhDa7A9zMct15f60Q3f5wcEHoXjweLaAKDSD6yigQ+Mz0tWt+0v4QY6b1SI26g1pdzvA

 oX8X0Y4gepqDnkUwWZjJsVzeYGFkAvpxQTqjuWD1/ctTg2yp7C4GkjP7cEVc7jue8WYEFBxF

 rSJAGtUt8+hwoh5MUdKFp4c=



EMAIL;PREF;INTERNET:dss.quantico.dss-ipp.mbx.international-assurances-branch@mail.mil

X-MS-CARDPICTURE;TYPE=JPEG;ENCODING=BASE64:

 /9j/4AAQSkZJRgABAQEAYABgAAD/2wBDAAcFBQYFBAcGBQYIBwcIChELCgkJChUPEAwRGBUa

 GRgVGBcbHichGx0lHRcYIi4iJSgpKywrGiAvMy8qMicqKyr/2wBDAQcICAoJChQLCxQqHBgc

 KioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKir/wAAR

 CACUACcDASIAAhEBAxEB/8QAHwAAAQUBAQEBAQEAAAAAAAAAAAECAwQFBgcICQoL/8QAtRAA

 AgEDAwIEAwUFBAQAAAF9AQIDAAQRBRIhMUEGE1FhByJxFDKBkaEII0KxwRVS0fAkM2JyggkK

 FhcYGRolJicoKSo0NTY3ODk6Q0RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWG

 h4iJipKTlJWWl5iZmqKjpKWmp6ipqrKztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2uHi4+Tl

 5ufo6erx8vP09fb3+Pn6/8QAHwEAAwEBAQEBAQEBAQAAAAAAAAECAwQFBgcICQoL/8QAtREA

 AgECBAQDBAcFBAQAAQJ3AAECAxEEBSExBhJBUQdhcRMiMoEIFEKRobHBCSMzUvAVYnLRChYk

 NOEl8RcYGRomJygpKjU2Nzg5OkNERUZHSElKU1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6goOE

 hYaHiImKkpOUlZaXmJmaoqOkpaanqKmqsrO0tba3uLm6wsPExcbHyMnK0tPU1dbX2Nna4uPk

 5ebn6Onq8vP09fb3+Pn6/9oADAMBAAIRAxEAPwD393C4B6mgHqSeKhc7nOPoKRj2HQUAPef+

 5z7mlj5GT19agAyasD5U59M0AQv882PSikiGWJooAcOMn0FJSn7tJQARjLVLMcRn34psI5pJ

 jyBQA1TtiJ75ook4VVooAVuvFJR2oHWgCeMfLmoD80341YPyR/QVXi5Yn2oASU5fFFNZssT7

 0UAP7U6MfMKb2qWIfyxQATNhAPWo1+WMn1pZjl8egoIJUKvJ70AQUVMI1X755ooABycVKhwv

 HJPNIGQ9F5+lK5KoccUAN8sbsvyT2FNeQjhRt4pI+WJPXFNcguaAGqNzfMaKTGTgUUAWIx8w

 /OlmPQfjSxr8p/KmOy7jxk9OegoAIwQufeo8KvU5PoKkc/u+eOAOKioAC56L8v0oplFAF48J

 z2quBuYe5qeU4jPvUKdSfQUAEh6fiajp0n3senFNoAZRRRQBZmPzAelJH93nuaRzlj9aceE+

 g/nQBCTk5ooPWigBlFFFAFkPuIBFKxXHPc0xOpPoKR+oHoKADYp6foaQx+/5imnrQGI6EigA

 2N25+hoo3nuAfwooAlT7rfhTW++31oooAYetFFFADKKKKAP/2Q==



X-MS-OL-DESIGN;CHARSET=utf-8:<card xmlns="http://schemas.microsoft.com/office/outlook/12/electronicbusinesscards" ver="1.0" layout="left" bgcolor="ffffff"><img xmlns="" align="fit" area="16" use="cardpicture"/><fld xmlns="" prop="name" align="left" dir="ltr" style="b" color="000000" size="10"/><fld xmlns="" prop="org" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="dept" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="email" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="addrwork" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/></card>

REV:20160811T193011Z

END:VCARD



